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2. PMD Result - Bugs
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2. PMD Result - Bugs

Bugs #1~#3 : "interruptedException” should not be ignored
- Thread.interrupt2 2= A| re-interrupted2 |2

Bugs #4,5 : Method accesses list of array with constant index
- Hi o A H20| ofH YIZXE 0|83t= A= A

Bugs #6,7 : "Thread.run()" should not be called directly
- Thread.start() St= A2 2 CHA|

Bugs #8 : Class defined fields that are used only as locals
- AN H+E X GRHS2 B A of 2

Bugs #10 : Constructor makes call to non-final method
- QIR A7 E HAEE final HAEZ HE

try { Thread.sleep(3eee);} catch(Interruptedexception e) {e.printsStackTrace();}
/* [sonarqube][Bug #2] */
try { Thread.sleep(3eee@);} catch(Interruptedeéxception e) {

e.printstackTrace();

Thread.currentThread().interrupt();

if(this.currTime.getTimeInMillis() >= this.sun[1].getTimeInMillis()){
/* [sonarqube][Bug #4] */
if(this.currTime.getTimeInMillis() >= this.getSun(1).getTimeInMillis()){

this.run();
if(this.getstate() == state.NEW)
this.start();

this.currTime = this.realTime.requestRealTime();

/* [sonarqube][Bug #8] */

Calendar currTime = this.realTime.requestRealTime();
//this.currTime = this.realTime.requestRealTime();

public void initsSun(){
/* [sonarqube][Bug #1@] */
public final void initsun(){




2. PMD Result - Bugs

¢ Limitation — Bug #9(Class has a circular dependency with other classes)

public WatchSystem{){
this.menu = new Arraylist(){};

Class WatchSystem has a circular dependency with other classes

Bugs <9>
# Bug @ Major O Open Notassigned

o A Y 2A

e ;e (e ModeSetting(tnis)); B src/main/java/WatchSystem java

menu.add{new RealTime()); —E—I‘II I—H‘g

menu.add{new SettingTime( (RealTime)menu.get{1))}; . )
ienu. acd(new. Stopratch (i) B Correctness — Class has a circular dependency with other classes

¢ olig SUL7 OE SULet =7H0=2 XSt Ut

/* [zongrqube][Bug #3] */
bz .....bublic WatchSystem(] throws UnsupportedAudioFileException, IOException, LinelUnavailableExceptioni

menu.add(new Timer()); Glass WatchSystem has a circular dependency with other classes 4hoursago~ L12 %
menu.add(new Alarm({RealTime)menu.get(1))); #% Bug~ @ Major *+ © Open v Not assigned * Comment % correciness ™

H
catch(Exception e) {

/* [sonarqube][Use a Logger to Log this exception] */ ® a'H?E‘:J I:CF,H:LI

Logger logger = Logger.getLogger{WatchSystem.class.getName());
logger.log{level.ALL, "context™, e);

m O|EMS 2017 Y3 QASHO|AS ABDICH

this.currMode = 1; // [currMode] 1: Always RealTime
this.maxCnt = 4;

watchGUI = new WatchGUI{this);
watchGUI, setMode(menu.get(1));
watchGUI. designMode (true);




3. PMD Result — Vulnerabilities
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3. PMD Result — Vulnerabilities(Major)

return displayMmodeData;
/* [sonarqube][vuln #1] */

Vulnerabilities #1~#6 : Security — Method returns internal array return displayModeData.clone();

-2 S ZEStE RO LiEtE, SA=S Hhe

Vulnerabilities #14, 15 : Handling files is security-sensitive
- It H2E string2 2 K| = WHOZ A

182 -4 E

ff make Jar File
audicInputstream = AudicSystem.getAudioInputStream{bufferedIn);

Jeatch{Exception e){
e.printstackTrace();
/* [sonarqube][vuln #14] */
/f IDE Test
‘lft
system.out.printin{getClass().getResource(""}.getPath(}+"sounds/Alarm®+index+" . wav");
audioInputstream - Audiosystem.getaudioInputstream{new File(getClass{).getResource("").getrath()+"sounds/aAlarm"+index+" . .wav"));
i

¥

clip = Audicsystem.getClip(};

clip.open{audicInputStream);




3. PMD Result — Vulnerabilities(Minor)

ey e . . e.printstackTrace();
Vulnerabilities #1 : Use a logger to log this exception Logger logger = Logger.getLogger(Bell.class.getName());

- e.printStackTrace()Z Logger Class & AH&3I0 Z& A & logger.log(Level.ALL, "[8ell] Exception”, e);
Thread.currentThread().interrupt();

- public ArrayList«<String> getnewMode() { return newMode; }
e e - public void setNewMode(ArrayList<String> newMode) { this.newMode = newMode; }
VU|nerab|||t|eS #2 - public void setOldmode(ArrayList oldmode) { this.prevModeObject = oldMode; }
. Store copy of "newMode”, Return a copy of "new Mode" /' -  public ArrayList getPrevModeobject(){ return this.prevModeobject; }

- .clone()% %6H %A"%% ':.'_*5._} public ArrayList<String> getNewMode() { return (ArraylList)newsode.clone(); }

/* [sonarqube][Return a copy of] */
public void setNewMode(ArrayList<String> newMode) { this.newMode = (ArrayList)newmode.clone(); }

VU|nerab|||t|eS #3 . pUb'IC -> private /* [sonarqube][Store a copy of] */

- publicE private2 'H-35}0] s &4 //public void setoldMode(ArrayList oldMode) { this.prevModeobject = (ArrayList)oldMode.clone(); }

/* [sonarqube][Store a copy of] */
public ArrayList getPrevModeobject(){ return (ArrayList)this.prewModeobject.clone(); }

- public JTextrield[] showDate = new JTextField[){new JTextField(), new JTextField(), new JTextField()};
+ private JTextrield[] showDate = new JTextField[]{new JTextrield(), new JTextField(), new JTextrield()};
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5. Closing
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